
 

 

Exemple de Phishing contre Citibank 
 
 

Deux sites de référence pour s’informer et lutter contre ce type de fraude : 

www.millersmiles.co.uk & www.antiphishing.org 
 

         Cette icône signale les commentaires qui accompagnent les diverses captures d’écran 
Cliquez dessus pour accéder à l'information 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
© Copyright 2004-2005 Stéphane Koch, intelligentzia.net. Les informations, textes et idées contenus dans cette présentation sont 
protégés par copyright. Vous n'êtes autorisés à vous servir des informations, textes et idées contenus dans cette présentation que pour 
votre usage personnel. Vous n'êtes pas autorisés à reproduire, adapter ou publier tout ou partie de ces informations, textes et idées pour 
tout autre usage sans l'accord écrit express de Stéphane Koch. 
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Note
[Cliquez sur l'icone] On constate que l'adresse email de l'expéditeur (point 1) correspond bien à celle du support technique de la banque (il reste à savoir si c'est le support technique qui doit envoyer une information aux détenteurs de comptes). Cependant, ce n'est pas un élément suffisant pour s'assurer de la crédibilité de l'adresse de l'expéditeur, en effet on peut afficher n'importe quelle information à ce niveau. Pour réellement vérifier l'adresse de l'expéditeur, on affiche les en-têtes de cet email (voir la page 3) on constatera que l'adresse email utilisée est bien une des adresses email officielle de l'établissement bancaire. Il faut donc être conscient que le protocole qui gère ce type d'échange "SMPT" est facilement corruptible ; il n'est pas nécessaire d'avoir baucoups de  connaissances techniques pour usurper l'adresse email de l'entreprise ou de l'individu de son choix. Concernant l'adresse email du récepteur (point 2: "Mms"), là aussi il y a élément qui décrédibilise le massage. Les entreprises utilisent une gestion de la relation client personnalisée, et de ce fait n'envoient pas d'email de cette manière (Mms ne correspondant pas à l'adresse directe du recepteur, voir page 3)

hal9000
Note
Pour le point 3: Sur cet email écrit au format "HTML" l'information se situe sur deux couches: visible et invisible (au contraire d'un email écrit au format "texte brut", non formaté). La couche visible affiche l'information concernant l'adresse offcielle de l'emplacement d'une page sécurisée (https://) située sur le site Web de "Citibank". Pour accéder aux informations figurant dans la deuxième couche il faut afficher la "source", autrement dit le code HTML qui été utilisé pour générer l'information "visible". Voir le code source de cet email sur la page suivante (page 2)

hal9000
Note
Quelques fois, une partie seulement du texte est visible quand on passe avec la souris sur cette icône. Pour accéder à l'intégralité de l'information il suffit de cliquer sur l'icône.

http://www.millersmiles.co.uk
http://www.antiphishing.org/


<P>Dear Citibank Member,</P>
<P>
This email was sent by the Citibank server to verify your E-mail address. You must 
complete this process by clicking on the link below and entering in the small window your 
Citibank ATM/Debit Card number and PIN that you use on ATM.</P>
 
<P>This is done for your protection - because some of our members no longer have 
access to their email addresses and we must verify it.</P>
 
<P>To verify your E-mail address and access your bank account,<BR>click on the link 
below:
 
</P><A href="http://www.securecitibank.us/scripts/email_verify.htm">
https://web.da-us.citibank.com/signin/citifi/scripts/email_verify.jsp</A>
</A> 
 
<P></P>
<P>---------------------------------------</P>
<P>Thank you for using Citibank</P>
<P>---------------------------------------</P>
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Note
l'url indiquée dans l'email ne dirige pas sur le site de "Citibank: web.da-us.citibank.com", mais sur celui de "securecitibank.us" qui est le site du fraudeur
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citibank email header.txt
===Analysis=================================================================
From: IP address 153.99.205.254. 
Location: 'Americas' - For a detailed geographic trace, run VisualRoute. 
Received Headers: DNS reports 'mail482.zqj.optusnet.com.au' is not a known host name. in 
R5 (E11). DNS reports 'SBHQ91' is not a known host name. in R6 (E11). 'SBHQ91' may be the 
name of the computer that sent the e-mail, providing a clue as to the true identity of the person 
sending the e-mail. in R6 (I20). 

===Received Headers (from you to sender)========================================

 
R1: 80.245.32.92 - Mon, 29 Mar 2004 00:09:03 +0200
    from marsupilami.mailclub.fr (marsupilami.mailclub.fr [80.245.32.92]) 
    by   c11.nexlink.net (8.10.2-SOL3/8.10.2) 
    with SMTP 
    id   i2SM92i16169 
    for  <admin@rumeurs.org>
R2: (unknown) - 28 Mar 2004 22:00:41 -0000
    (qmail 30315 invoked by alias)
R3: (unknown) - 28 Mar 2004 22:00:41 -0000
    (qmail 30309 invoked from network)
R4: 24.1.86.242 - 28 Mar 2004 22:00:41 -0000
    from c-24-1-86-242.client.comcast.net (24.1.86.242) 
    by   marsupilami.mailclub.fr 
    with SMTP
R5: 22.192.11.120 - Sun, 28 Mar 2004 17:17:02 -0500
    from mail482.zqj.optusnet.com.au ([22.192.11.120]) 
    by   xa02-u6.hotmail.com 
    with Microsoft SMTPSVC(5.0.2195.6824)
R6: 153.99.205.254 - Mon, 29 Mar 2004 00:14:02 +0200
    from SBHQ91 (l140.70.40.160.sgfld7.ceq.optusnet.com.au [153.99.205.254]) 
    by   mail366.fke.optusnet.com.au (00.49.9c2/0.18.9) 
    with SMTP 
    id   a2X97Oi29590

===All e-mail Internet Headers==================================================
Received: from marsupilami.mailclub.fr (marsupilami.mailclub.fr [80.245.32.92])

by c11.nexlink.net (8.10.2-SOL3/8.10.2) with SMTP id i2SM92i16169
for <admin@rumeurs.org>; Mon, 29 Mar 2004 00:09:03 +0200

Received: (qmail 30315 invoked by alias); 28 Mar 2004 22:00:41 -0000
Delivered-To: alias-multimedias_com-number6@multimedias.com
Received: (qmail 30309 invoked from network); 28 Mar 2004 22:00:41 -0000
Received: from c-24-1-86-242.client.comcast.net (24.1.86.242)
  by marsupilami.mailclub.fr with SMTP; 28 Mar 2004 22:00:41 -0000
X-Message-Info: ITAUcEM64sEHtAi176e6+XNYHh3cCOBZ
Received: from mail482.zqj.optusnet.com.au ([22.192.11.120]) by xa02-u6.hotmail.com with 
Microsoft SMTPSVC(5.0.2195.6824);

 Sun, 28 Mar 2004 17:17:02 -0500
Received: from SBHQ91 (l140.70.40.160.sgfld7.ceq.optusnet.com.au [153.99.205.254])

by mail366.fke.optusnet.com.au (00.49.9c2/0.18.9) with SMTP id a2X97Oi29590;
Mon, 29 Mar 2004 00:14:02 +0200

Message-ID: <04w372k4rl3k$dn6f68j3$kt3954p7@PPGI45>
From: "support@citibank.com" <support@citibank.com>
To: "Mms" <mms@multimedias.com>
References: <Law5-B64XinyIwgvE0A765426j4@hotmail.com>
Subject: Verify your E-mail with Citibank
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Note
Dans les différents éléments figurant dans les en-têtes de cet email (headers) on constate que l'origine de l'envoi passe par des serveurs "hotmail". De plus, l'email a été envoyé à "mms@multimedias.com" ce qui signifie que l'envoi a été fait à une liste de contacts et non directement à une personne (dans ce cas "number6@multimedias.com)
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Welcome to Citi

1 of 1 30.03.2004 09:51

ATM/Debit Card (CIN) 

PIN

Card Nickname (optional)

Remember my Card 
#/Cin
(Requires a Nickname 10
characters or less)

Need help?
Forgot Your PIN?

Here are some of the free services available at Citibank® Online:

Online Bill Payment
Check Images
Monthly Bank Statements
Online Fraud Protection
E-mail & Wireless Banking Alerts

Looking for other Citi sites?

Sign on directly to your credit card, mortgage, student loan or CitiBusiness® account.

hal9000
Note
[Cliquez sur l'icone] Cette page correspond à la page sur laquelle on est dirigé depuis la fausse adresse "http://www.securecitibank.us/scripts/email_verify.htm". On constate que le fraudeur a mis en place un script qui analyse de la provenance géographique des destinataires du message email d'origine. Pour des personnes situées en Suisse qui cliquent sur le lien figurant dans l'email, la redirection se fera sur le site officiel de Citibank (selon la partie visible de  l'adresse mentionnée dans l'email d'origine - voir capture d'écran figurant à la page suivante). Quand aux "clients US", ils sont redirigés sur la page représentée par la capture d'écran ci-dessous.
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hal9000
Note
Cette page (https://web.da-us.citibank.com/signin/citifi/scripts/email_verify.jsp) correspond à la page officielle de "Citibank", le fraudeur a écrit son script de manière à ce que la barre d'adresse mentionnant l'url, n'apparaisse pas.  Quelques heures après la diffusion du message frauduleux, la banque à rendu cette page inaccessible (voir page 6) 





hal9000
Note
Cette page est la page officielle d'information sur démarches frauduleuses dont les clients de "Citibank" peuvent être vicitimes.On peut noter que la banque reproduit des captures d'écran des différentes tentatives de fraudes, et que l'information concernant cette problématique figure sur la page d'accueil de "Citibank"



Code html de la fausse page de login de Citibank

<!-- BS_ID:[VisitorHomepage] - Page name:[Welcome to Citi] JSP File:[login2/user_setup.jsp] -->

<html>

<head>

<title>Welcome to Citi</title>

<script type='text/javascript' language='javascript' src='/sniffer.js'></script>

<META HTTP-EQUIV="Cache-Control" CONTENT="no-cache">

<META HTTP-EQUIV="Pragma" CONTENT="no-cache">

<META HTTP-EQUIV="Expires" CONTENT="-1">

<script>function gCo(s){var c=document.cookie.split('; '); for(var i=0;i<c.length;i++) { var p=c[i].split('='); if(p[0]==s)

return p[1]; } return '';} function cUC(){if(location.pathname.substring(1,8)=='cgi-bin')

{location.href='https://web.da-us.citibank.com/signin/citifi/scripts/login2/user_setup.jsp'; return;} var q=gCo('quicklink');

if(q=='|CIN|CONVERTED|')

location.href='https://web.da-us.citibank.com/cgi-bin/citifi/scripts/login2/login.jsp';}cUC();function

setAction(act){document.setup.action.value = act;if (onSubmit())document.setup.submit();return false;}var sent = 0;function

onSubmit() {if (sent == 1)return false;document.setup.signin.value = document.cookie;if

(!verify(document.setup.user_name.value, document.setup.password.value, document.setup.cin.value,

document.setup.remember.checked))return false;sent = 1;return true;}function verify(uid,pwd,cin,remember) {if (cin.length ==

0) {alert("Please enter a Card Number.");return false;}if (uid.length == 0 && cin.length == 0) {alert("Please enter a Card

Number and/or a Card Nickname.");return false;}if (remember && uid.length == 0) {alert("Please enter a Card

Nickname.");return false;}if (uid.length != 0 && !useridValidation(uid))return false;if (cin.length != 0 &&

!cinValidation(cin))return false;if (!passwordValidation(pwd))return false;return true;}function useridValidation(username)

{var maxlen = 15;if ((username.length < 1 || username.length > maxlen)) {alert("User Names must be 1-" + maxlen + "

characters in length.");document.setup.user_name.focus();return false;}for (var i = 0; i < username.length; i++) {if (!

((username.charAt(i) >= "a" && username.charAt(i) <= "z") ||(username.charAt(i) >= "A" && username.charAt(i) <= "Z")

||(username.charAt(i) >= "0" && username.charAt(i) <= "9")) ){alert("Your Card Nickname includes an invalid character.\nCard

Nicknames can include upper and lowercase letters (A-Z, a-z) and numbers (0-9).\nCard Nicknames must contain no

spaces.");document.setup.user_name.focus();return(false);}}return true;}function passwordValidation(password) {if

(password.length == 0) {alert("Please enter a PIN.");document.setup.password.focus(); return false;}return true;}function

cinValidation(cin) {var cinCount = 0;for (var k = 0; k < cin.length; k++) {var cinChar = cin.charAt(k);if (cinChar >= "0" &&

cinChar <= "9") {cinCount++;} else {alert("Card Number must be only digits (0-9), no

spaces.");document.setup.cin.focus();return false;}}if (cin != "" && cinCount < 14) {alert("Card Number must be at least 14

digits.");document.setup.cin.focus();return false;}return true;}</script>

<STYLE type=text/css><!--.cin { font-family: arial, helvetica, verdana, "sans serif"; font-size: 10pt }#cin { font-family:

arial, helvetica, verdana, "sans serif"; width: 178px }.password { font-family: arial, helvetica, verdana, sans-serif;

font-size: 10pt }#password { font-family: arial, helvetica, verdana, sans-serif; width: 178px }.user_name { font-family:

arial, helvetica, verdana, sans-serif; font-size: 10pt }#user_name { font-family: arial, helvetica, verdana, sans-serif;

width: 178px }--></STYLE>

<script>var _pid="VisitorHomepage";var _u="visitor";var _f="NO";var _sid="MyCiti";var _ssid=1;var _pn='Welcome to Citi';var

_bd='

<!--BOTTOMDISCLAIMER-->

<table border=0 cellspacing=0 cellpadding=0>

<tr>

<td valign="top" colspan=5>

*Citibank was ranked the #1 overall online bank by Gomez&#153;, the Internet Quality Measurement firm, in its Internet Banker

Scorecard&#153; for Q4 2003. Gomez, the Gomez logo and Gomez Internet Banker Scorecard are trademarks of

Gomez,Inc.<sub>&nbsp;<sub>&nbsp;</sub>

</td>

</tr>

<tr>

<td valign=top width=100%>

My Citi gives you access to accounts and services provided by Citibank and its affiliates.<br>

Citibank, N.A., Citibank, F.S.B., Citibank (West), FSB. Member FDIC.<br>

<img src="https://a248.e.akamai.net/7/248/6345/275c495138d2ac/web.da-us.citibank.com/popups/images/lender.gif" width=48

height=51 alt="An Equal Housing Lender" border=0 hspace=6 vspace=2>

</td>

<td valign=top>

<img alt="Gomez Q4 2003 #1 Overall Internet Banking Scorecard"

src="https://a248.e.akamai.net/7/248/6345/e417f6d0836c3a/web.da-us.citibank.com/images/gomez_logo.gif" hspace=10>

</td>

<td valign=top>
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Note
Bien qu'il fournisse un certain nombre d'indications intéressantes, il est difficile d'analyser le code ci-dessous car je ne suis pas sûr d'en avoir obtenu l'intégralité dans sa formulation d'origine. Il manque aussi le contenu des scripts qui ont été utilisés. 



Code html de la fausse page de login de Citibank

<a

href=javascript:launchPopup("https://web.da-us.citibank.com/cgi-bin/citifi/scripts/infrastructure/external_site_popup.jsp?BV_

UseBVCookie=yes&BS_Id=ForbesBlather&BS_Branding=NoBranding","","toolbar=no,status=no,scrollbars=yes,location=no,menubar=no,di

rectories=no,resizable=yes,width=525,height=425,screenX=10,screenY=10,left=10,top=10")><img border=0 alt="Forbes Favorite

Best of the Web Winter 2003"

src="https://a248.e.akamai.net/7/248/6345/4098d50c6846ca/web.da-us.citibank.com/images/forbes_favorite.gif" hspace=10></a>

</td>

<td valign=top>

a

href="javascript:launchPopup(\'/popups/BillPayPromise.htm\',\'promise\',\'resizable,scrollbars,width=590,height=480\')"><img

border="0" alt="citibank online bill payment promise"

src="https://a248.e.akamai.net/7/248/6345/cfd6eaec4b07ba/web.da-us.citibank.com/images/billpay_promise.gif"></a>

</td>

<td valign=top>

<a

href="javascript:launchPopup(\'https://digitalid.verisign.com/as2/1d131f269a9850ee2479a9bff02d310f\',null,\'status,resizable,

scrollbars,width=500,height=450\')"><img border="0" alt="protected by verisign"

src="https://a248.e.akamai.net/7/248/6345/ef79439ef2dcef/web.da-us.citibank.com/images/verisign.gif"></a>

</td>

</tr>

</table>

<!--/BOTTOMDISCLAIMER-->

';var _c="http://www.citi.com";var _d="https://web.da-us.citibank.com";var _a="citifi";</script>

</head>

<body bgcolor='#ffffff' bottommargin='0' leftmargin='0' marginheight='0' marginwidth='0' topmargin='0' link='#003399'

vlink='#003399'>

<a name='top'></a>

<script type='text/javascript' language='JavaScript1.2' src=/branding.js></script>

<!-- begin Template B -->

<!-- begin primary content -->

<HEAD>

<META HTTP-EQUIV='Pragma' CONTENT='no-cache'>

<META HTTP-EQUIV='Content-Control' CONTENT='no-cache'>

<META HTTP-EQUIV='Expires' CONTENT='0'></HEAD>

<table width="100%" border="0" cellspacing="0" cellpadding="0">

<tr>

<td>

<img width="1" height="8"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

</tr>

<tr>

<td width="10" rowspan="2">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif" width="10"

height="1">

</td>

<td width="200" valign="top">

<form ACTION="https://web.da-us.citibank.com/cgi-bin/citifi/scripts/login2/cbol_login.jsp" METHOD="POST" NAME="setup"

onsubmit="return setAction('signon');" AUTOCOMPLETE="off">

<input type=hidden name="signin" value="">

<input type=hidden name="flow" value="transition3">

<input type="hidden" name="action" value="signon">

<input type="hidden" name="current_protocol" value="https">

<script>document.write('<input type="hidden" name="screen_width" value="' + screen.width + '">');</script>

<table border="0" cellspacing="0" cellpadding="0">

<tr>

<td colspan="5" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

</tr>

<tr>
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Code html de la fausse page de login de Citibank

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td>

<img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td>

<img height="10" width="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif"><br>

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif" width="1"

height="1">

</td>

<td>

<img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

</tr>

<tr>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td>

<img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td>

<img height="10" width="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif"><br>

<img src="https://a248.e.akamai.net/7/248/6345/fe17849934b2a5/web.da-us.citibank.com/images/greensignon.gif">

</td>

<td>

<img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

</tr>

<tr>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td>

</td>

<td colspan="2">

<b>ATM/Debit Card (CIN) </b>

</td>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

</tr>

<tr>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td>

<img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>
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Code html de la fausse page de login de Citibank

<td height=25 valign=top class="cin">

<input type="text" id="cin" name="cin" size="13" maxlength="22" value=''>

</td>

<td>

<img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

</tr>

<tr>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td>

</td>

<td colspan="2">

<b>PIN</b>

</td>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

</tr>

<tr>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td>

<img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td height=25 valign=top class="password">

<input type="password" id="password" name="password" size="13">

</td>

<td>

<img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

</tr>

<tr>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td>

</td>

<td colspan="2">

<b>Card Nickname</b> (optional)

</td>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

</tr>

<tr>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td>

<img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">
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</td>

<td height=30 valign=top class="user_name">

<big><input type="text" id="user_name" name="user_name" size="13" maxlength=15></big>

</td>

<td>

<img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

</tr>

<tr>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td>

<img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td>

<table width="100%" border="0" cellspacing="0" cellpadding="0">

<tr>

<td valign=top>

<input type="checkbox" name="remember" value='Y' checked></td><td valign=top>Remember my Card #/Cin<br>(Requires a Nickname

10 characters or less)

</td>

</tr>

</table>

</td>

<td>

<img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

</tr>

<tr>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td>

<img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td>

<table width="100%" border="0" cellspacing="0" cellpadding="0">

<tr>

<td>

<img height="10" width="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

</tr>

<tr>

<td valign="top">

<a

href=javascript:launchPopup("https://web.da-us.citibank.com/cgi-bin/citifi/scripts/help_desk/help_desk_subtopic_popup.jsp?BV_

UseBVCookie=yes&BS_Id=HD_ST_078&BS_Branding=Popup","null","status=yes,scrollbars=yes,resizable=yes,width=650,height=</t,scree

nX=10,screenY=10,left=10,top=10")>Need help?</a><br>

<a

href=javascript:launchPopup("https://web.da-us.citibank.com/cgi-bin/citifi/scripts/help_desk/help_desk_item_popup.jsp?BV_UseB

VCookie=yes&BS_Id=FAQ108&BS_Branding=Popup","null","status=yes,scrollbars=yes,resizable=yes,width=650,height=575,screenX=10,s
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creenY=10,left=10,top=10")>Forgot Your PIN?</a>

</td>

<td align="right">

<input type="image" border="0"  align="bottom"

src="https://a248.e.akamai.net/7/248/6345/c48d7bb3956576/web.da-us.citibank.com/images/green_so_btn.gif">

</td>

</tr>

<tr>

<td><img height="20" width="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

</tr>

</table>

</td>

<td>

<img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

</tr></form>

<tr>

<td width="1" bgcolor="#cccccc">

<img src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td><img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

<td>

<table width="100%" border="0" cellspacing="0" cellpadding="0">

<tr>

<td valign="middle" height="15">

<img height="1" width="100%"

src="https://a248.e.akamai.net/7/248/6345/68b9f4cf842558/web.da-us.citibank.com/images/univers/singlepx/1grey.gif">

</td>

</tr>

<tr>

<td><a href=https://web.da-us.citibank.com/cgi-bin/citifi/scripts/login2/login.jsp?M=S><img border="0"

src="https://a248.e.akamai.net/7/248/6345/1727bdd577f487/web.da-us.citibank.com/images/SignOnUidPwd.gif"></a>

</td>

</tr>

<tr>

<td valign="middle" height="15"><img height="1" width="100%"

src="https://a248.e.akamai.net/7/248/6345/68b9f4cf842558/web.da-us.citibank.com/images/univers/singlepx/1grey.gif"></td></tr>

<tr>

<td><a href=https://web.da-us.citibank.com/signin/citifi/scripts/espanol/esp_default_login.jsp?M=S><img border="0"

src="https://a248.e.akamai.net/7/248/6345/8f767c823a094c/web.da-us.citibank.com/images/HolaIngresar.gif"></a>

</td>

</tr>

<tr>

<td><img height="10" width="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif">

</td>

</tr>

</table>

</td>

<td><img width="10" height="1"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif"></td>

<td width="1" bgcolor="#cccccc"><img

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif"></td></tr><tr><td

colspan="5" bgcolor="#cccccc"><img

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif"></td>
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</tr></table>

<td width="10"><img border="0" width="10" height="8"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif"></td>

<td valign="top"><script>var lmtat_b = new Image (); lmtat_b.src =

"https://a248.e.akamai.net/7/248/6345/e4e83b285501f5/web.da-us.citibank.com/popups/images/lmtat_b.gif";var lmtat_g = new

Image (); lmtat_g.src =

"https://a248.e.akamai.net/7/248/6345/0096a5ac11db3e/web.da-us.citibank.com/popups/images/lmtat_g.gif";var anoaa_b = new

Image (); anoaa_b.src =

"https://a248.e.akamai.net/7/248/6345/327a8413cc2921/web.da-us.citibank.com/popups/images/anoaa_b.gif";var anoaa_g = new

Image (); anoaa_g.src =

"https://a248.e.akamai.net/7/248/6345/ad3bfe9e8e0a7b/web.da-us.citibank.com/popups/images/anoaa_g.gif";function

rollOver(imgDocID, imgObjName) {document.images[imgDocID].src = eval(imgObjName + ".src");}</script><style

type="text/css">.subtitle {  font-family: Arial, Helvetica, sans-serif; font-size: 14px; font-weight: bold; color:

#003399;}</style><table border="0" width="470" cellspacing="0" cellpadding="0">

<tr>

<td colspan="2"><img

src="https://a248.e.akamai.net/7/248/6345/64ec81f118dd25/web.da-us.citibank.com/images/obliotbfae.gif"><br><br>

<big>Here are some of the free services available at Citibank<sup>&reg;</sup> Online:</big><br><br>

</td></tr><tr><td width="260"><table border="0" cellspacing="0" cellpadding="3">

<tr>

<td>

<img src="https://web.da-us.citibank.com/images/arrow.gif">

</td>

<td nowrap>

Online Bill Payment

</td></tr>

<tr>

<td>

<img src="https://web.da-us.citibank.com/images/arrow.gif">

</td>

<td nowrap>

Check Images

</td>

</tr>

<tr>

<td>

<img src="https://web.da-us.citibank.com/images/arrow.gif">

</td>

<td nowrap>

Monthly Bank Statements

</td>

</tr>

<tr>

<td>

<img src="https://web.da-us.citibank.com/images/arrow.gif">

</td>

<td nowrap>Online Fraud Protection

</td>

</tr>

<tr>

<td>

<img src="https://web.da-us.citibank.com/images/arrow.gif">

</td>

<td nowrap>E-mail &amp; Wireless Banking Alerts

</td>

</tr>

</table>

</td>

<td width="210">

<table width="100%" border="0" cellspacing="0" cellpadding="3">

<tr>

<td align="right" width="100%">

<a href=https://web.da-us.citibank.com/cgi-bin/citifi/scripts/ao/acct_open_intro.jsp?BV_UseBVCookie=yes&M=S
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onmouseout="rollOver('anoaa', 'anoaa_b')" onmouseover="rollOver('anoaa', 'anoaa_g');"><img name="anoaa" border="0"

src="https://web.da-us.citibank.com/images/anoaa_b.gif"></a>

</td>

</tr>

<tr>

<td align="right" width="100%">

<a

href=javascript:launchPopup("http://www.citi.com/domain/tour/?US&_u=visitor&BVE=https://web.da-us.citibank.com&BVP=/signin/ci

tifi/scripts/&BV_UseBVCookie=yes","MyCitiTour","toolbar=no,status=no,scrollbars=no,location=no,menubar=no,directories=no,resi

zable=no,width=700,height=480,screenX=10,screenY=10,left=10,top=10") onmouseout="rollOver('lmtat', 'lmtat_b')"

onmouseover="rollOver('lmtat', 'lmtat_g');"><img name="lmtat" border="0"

src="https://web.da-us.citibank.com/images/lmtat_b.gif"></a>

</td>

</tr>

</table>

</td>

</tr>

<tr>

<td colspan="2" height="45" valign="bottom">

<img width="470" height="1"

src="https://a248.e.akamai.net/7/248/6345/68b9f4cf842558/web.da-us.citibank.com/images/1grey.gif">

</td>

</tr>

<tr>

<td colspan="2"><br>

<big><b><font color="#003399">Looking for other Citi sites?</font></b></big><br>

<img height="10"

src="https://a248.e.akamai.net/7/248/6345/0a815df616d9b9/web.da-us.citibank.com/popups/images/pixel.gif"><br><nobr>

Sign on directly to your <a

href=javascript:launchPopup("https://web.da-us.citibank.com/cgi-bin/citifi/scripts/infrastructure/external_site_popup.jsp?BV_

UseBVCookie=yes&BS_Id=Cards&BS_Branding=NoBranding","CreditCards","toolbar=yes,status=yes,scrollbars=yes,location=yes,menubar

=yes,directories=no,resizable=yes,width=650,height=450,screenX=10,screenY=10,left=10,top=10")>credit card</a>, <a

href=javascript:launchPopup("https://web.da-us.citibank.com/cgi-bin/citifi/scripts/infrastructure/external_site_popup.jsp?BV_

UseBVCookie=yes&BS_Id=CitiMortgage1&BS_Branding=NoBranding","","toolbar=yes,status=yes,scrollbars=yes,location=yes,menubar=ye

s,directories=no,resizable=yes,width=650,height=450,screenX=10,screenY=10,left=10,top=10")>mortgage</a>, <a

href=javascript:launchPopup("https://web.da-us.citibank.com/cgi-bin/citifi/scripts/infrastructure/external_site_popup.jsp?BV_

UseBVCookie=yes&BS_Id=StudentLoan&BS_Branding=NoBranding","StudentLoan","toolbar=yes,status=yes,scrollbars=yes,location=yes,m

enubar=yes,directories=no,resizable=yes,width=650,height=450,screenX=10,screenY=10,left=10,top=10")>student loan</a> or <a

href=javascript:launchPopup("https://web.da-us.citibank.com/cgi-bin/citifi/scripts/infrastructure/external_site_popup.jsp?BV_

UseBVCookie=yes&BS_Id=CitiBusinessOnline&BS_Branding=NoBranding","","toolbar=yes,status=yes,scrollbars=yes,location=yes,menub

ar=yes,directories=no,resizable=yes,width=650,height=450,screenX=10,screenY=10,left=10,top=10")>CitiBusiness</a><sup>&reg;</s

up> account.</nobr>

</td>

</tr>

</table>

<script language="javascript">document.write('<img src="' + window.location.protocol +

'//citi.bridgetrack.com/event/?type=436&r=' + Math.random() + '" width="1" height="1" border="0">');</script>

</td></table>

<HEAD>

<META HTTP-EQUIV='Pragma' CONTENT='no-cache'>

<META HTTP-EQUIV='Content-Control' CONTENT='no-cache'>

<META HTTP-EQUIV='Expires' CONTENT='0'></HEAD

<!-- end primary content -->

<!-- end Template B -->

<!-- footer --><!--ib:m1-i:27-db:b1-->

<script type='text/javascript' language='javascript'>footer();</script>

</body>

</html>
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